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Abstract.- Recently, see (zi, cryptographlc structures derived
from generallzed deslgns and hyperstructures have been
Investigated. In this paper we deal with clpher-hypersystems

constructed by using flnite peometry.

1. = Introduction.

Cryptography is the study of methods of sending messages that
cannot be read by an unauthorized person. An old problem is the
frequency analysis of the occurrences in the ciphertext. In the
history of cryptography considerable efforts have been performed
towards the construction of cryptosystems which have only few
statistical information on the ocr;urrences. A famous example is
the homophones which are different symbols with the same meaning.
As it is well-known, classical cipher-systems, such as the ancient
Vigenere's square, are algebraic structures. In recent years,
(cfr.[2]) algebraic hyperstructures have been considered in order
to avoid frequency analysis. The aim of this paper is to look at
cipher hypersystems constructed by using finite geometry.

The reason of wusing such structures is that it is very hard to

discover the geometric connection of a pattern of points.

2. - Geometric spaces, hypergroupoids and cipher systems

Firstly, we recall some definitions,

A geometric space is a pair (P,B), where P is a non-empty set
of elements called points and B is a non-empty family of subsets
of P called blocks.
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A c-set C of a geometric space (P,B) is said to be a c-arc if

1) | BncC| =2 YBeB ;

2) 3BeB : |BacC|=2.
Moreover a c-set C is said to be an intersection set if
BnC=#=aw ¥BeB .

Of course, if each subset B of B has at least three points then
the complementary set of a c-arc is an intersection set. An
intersection set whose complementary set is an intersection set
too is called a blocking set. Since many of today's applications
deal with discrete geometric structures, the study of c-sets
having graphic properties, such as arcs, intersection and blocking

sets, is of interest to many authors (see [l],...,[14]).

Let t, v, k and A be non-negative integers, with v>k>tz2,
A geometric space (P,EB! is said to be a t-(v,k,A) design if
n Ir l =
2) |B|=k VBeB ;
3) each t-set of P is contained in exactly A blocks of B.

A t-(v,k,1) design is also called a Steiner system S(t,k,v).

Let A be a non-empty finite set called alphabet. Let us
consider two subsets T and K of A, which are the set of the
letters of the cleartext and the set of the keywords,
respectively.

Moreover we suppose that the ciphertext symbols are elements of a
family € of subsets of A.
A cipher system is a pair (A,f) where [ is a function
f: TwxK —— €
such that
YCe& , YkeK 3JteT : f(t,k) =C.

Let P be a non empty v-set. A function
0: PxP — 2'- {2}
is said to be a hyperoperation on P. The .pair (P,0) is called a

Marty hypergroupoid.
We will show that such three structures have a strict mutual

relationship.
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A geometric space (P,B) defines a hypergroupoid (P,a) in the
following natural way by setting for each x,yeP

xoy= UB.
BeB
Xx,yeB

Let (P,0) be a Marty hypergroupoid. As with the previous

notation, let A, T and K be three subsets of P. The pair [A,o[ )
A

is an algebraic cipher hypersystem if
VteT, keK, Ce6  the equation tok = C has a unique solution.

Now it is clear how to deduce a cipher hypersystem from a
geometric space, passing through a hyperstructure. To complete the
scheme, the final step is to consider cipher hypersystems deduced

directly from geometric spaces,

Let (P,B) be a geometric space. The sets A, T and K,
introduced before, will be subsets of P. Let us consider a family
of subsets of A 6 = {Ctk}tET,kEK such that

1) (tl.klli(tz,kzl > Ctk ® Ct K-
11 z 2

Then it is naturally defined a function f
f:T<xK — @&

(t,k)eTxK —— Ctketé'.
such that

VCe€ , VkeK 3teT : f(t,k) =C.

So the pair (A,f) is a cipher hypersystem.

We observe that 1) is a streng condition, in fact in section 3 we
present an example of cipher hypersystem in which 1) doesn’'t hold.
The mutual relationship between the structures introduced before

can be summarized in the following diagram
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3. = An example of cipher hypersystem

In this section we will present an example of cipher
hypersystem obtain?d by a geometric space.

Let D=(S,B) be a S(t,k,v) Steiner system, t>2. It is well-known
that © is a (t-1)-(v,k,A) design where A=(v-t+1)/(k-t+l). Fix a
c-arc J. A cipher system can be obtained by considering the set S
as the alphabet and the arc T as the cleartext set T and as the
keywords set K.

Let us suppose that we want to send a message consisting of
several points and denote one of these by m. In order to cipher m
by a key h we choose at random one of the blocks through m and h.
Let B denote this block. The ciphertext C is a set of (t-1) points
chosen at random by B-{h,m}. The receiver knows the key h of the
system. When he receives C he computes the unique block B through
the t-set Cuth}. The message is TnB-{(h}. If TnB-{h}=e then the
system assumes the key h as the message m.

Since an unauthorized person doesn't know the correct key h he has
L/A possibilities to guess the block B.

To increase the security we assume that the users of the
cryptographic system have access to a fixed sequence of c-arcs.
An ideal cipher system is the one that the ciphertext contains no
statistical information.

The two previous choices have been introduced in order to avoid

fequency analysis of the ciphertext occurrences.
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